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Introduktion till dagens session

ODETTE
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Introduktion

Webinaret

dDagens webinar ar det femte och sista
dSom helhet goda erfarenheter
dCirka 40 — 50 personer har deltagit

OFTP2-kurs

dInfor varen planerar vi tva OFTP2-kurser:

411 februari, Goteborg, Volvo IT
416 mars, Stockholm, Volvo Kungstradgarden

d]nbjudan sands ut fore jul
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In depth comparison of various file transfer
protocols, (AS2 and more)
Gavin Fowler, Data Interhange
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FTP/SFTP vs AS2 vs OFTP2

Presented by Gavin Fowler

I
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Why have this presentation?

+ Secure protocol hasbeen TSN

required for some time

= Oth s h SMTP 1982
beeﬁrarl)lz)ovflzgotf) c?ggp in X.400 Logh

= Suppliers have to meet FTP 1985 v
demands of customers OFTP 1986

SFTP 2000 v

AS2 2000 v

OFTP2 2005 v
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FTP

" “Internet” was ruled by computer
scientists, physicists and engineers

" Need for a user friendly file transfer
method

" Released in 1985
= Usage has become worldwide

= Used in all industries

I
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FTP — How it works

Client Server

Handshake — port 21
€ P

Login (plain text)

Select directory

Get file cmd >

Send file (new port)
>

End session
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FTP - Benetfits

= Everyone has heard of it
" Global coverage

= Readily available

= Very cheap / FREE!

= Easy toset up

—
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FTP - Problems

= Passwords sent in clear text

= Many TCP/IP connections required
"= No acknowledgements

= No integrity checking

= No file attributes transferred (date/time
stamp)
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SFTP — SSH FTP

" File transfer protocol based upon SSH
— Not FTP(S) or FTPS

= Released in 2000
= Secure alternative to FTP
= Technically very different to FTP
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What is SSH?

= SSH stands for Secure SHell
= Designed as secure alternative to TELNET

= Secure authentication method with encrypted
keys

" Provides session encryption

= Can be very secure but dependent upon

chosen encryption and key exchange
mechanisms
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SFTP — Benefits / Problems

= Benefits
— Provides session security
— Used worldwide

" Problems
— Known security vulnerabilities (man in the middle)
— No file acknowledgements
— No standardised machine interface
— No restart functionality
— No push by the market
— Client / server only

I
© data interchanae 2009

9,




AS2

WALMART

I W 1 W
I . 4 = p ¥ .\

= Started in 1996
= AS2 is not EDIINT!
= Aim
— To create a secure protocol for highly structured
inter-organization data exchanges

— To reduce costs of doing EDI

" Pushed by US retailers

I
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AS2 - Technology

= Uses HTTP(S) using POST command

= Files are sent as "attachments" in a specially
coded SMIME message (an AS2 message)

— Digital signatures
— Encryption

= Peer to peer
" Message Delivery Notifications (MDN)

I
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ASZ2 — data flow

ender Receiver
«Compress
«Calculate hash HTTP post
*Sign >
*Decrypt
*Encrypt Verify
«Calculate hash
< HTTP post *Create MDN
Verify hash
Handle MDN
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ASZ2 - Fact and fiction

= AS2 has had a great marketing campaign
" Fact and fiction are qurred

rove sq@{aﬁ@gﬂ delivery.”
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AS2 — Pros / cons

= Pros
— Huge market push / very popular
— Widely available
— Session & file security

= Cons
— Push only protocol
— No second level addressing
— No restart functionality
— No Virtual File Names
— High certification costs

I
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OFTP Version 2

I
© data interchanae 2009

Defined in 2005/06 by the ODETTE Security Working
Group

Re-engineered and newly designed session commands
Utilises latest security technology

Designed for secure data exchange over a range of
communication mediums

File Acknowledgements

File Restart

File compression
International file description

9,




Secure Data Exchange

PN
m Digitally Signed

Acknowledgements

Digitally Signed and EZ‘?%;

- Encryption Files ;_;]
Secure Secure
Authentication N\ Authentication
-

Session
Security

9,
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File Compression

= Reduces your files to the
smallest possible size

= Typical compression ratio is 10:1
= Reduces transmission times

= Reduces transmission / call costs
over X.25 and ISDN networks

I
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Man In the middle

Lg Cert request :
Albert Bob

Public key

%)

Intercepted!!
ris’s key

@ “ Encrypted with
Chris Chris’s public key!!

9,
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OFTP 2 - MITM attacks

ODETTE TSL

4 k
— Q Certlflcate request 3 3

ODETTECﬂ

- U

ODETTE crt

Finally — a secure, trusted connection!
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File security

Year | Company | Amount (£) _ '

2002  West African Bank 1.5 million
2004 Northern Bank 26 million
2006  Shell 1 million
2007 Agricultural Bank 3 million
2007 Dar Es Salaam Bank 141 million!!

= Security does not stop at
the front door

= Security should be
application to application

© data interchanae 2009



_ OFTP 2 _ SFTP

Internet

X.25 Yes No No
ISDN Yes No No
Certification € €€€ No
File restart Yes Yes No
Implementation €\Upgrade €€€ €€€
Availability Euro centric US centric Global
Man in the Yes No No

middle secure

I
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Genomgang av nagra cases bland deltagande foretag.

Kongsberg Automotive
Tommy Claesson, Kongsberg Automotive
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AUTOMOTIVE

NAF OFTPo

Tommy Claesson



Agenda

>
>
>
>

ENGDAT project
OFTP2 for logistic EDI
ENX gateway

KA challenges




ENGDAT Project Deliverables

» New communication technology with OFTPv2 support
— Several partners will change from OFTP to OFTPv2 (ISDN to Internet).
— PSA, Volvo,.. has implemented OFTPv2.

» Consolidate ENGDAT systems in KA.Europe from 4 software into
one solution engDAX from Hungsberg.

Easy to use by end-user — web based
Standardization of KA ENGDAT system & process.
Cost reduction

— Total maintenance fee will be reduced.

— Reduction of ISDN connection lines.

— Only one instance of the application.

— Hardware system located at one location.




Over view project time table

Action [ week

2009
40 | 41 | 42 | 43 | 44 [ 45 | 46 [ 47 [ 48 [ 49 [ 80 [ 51 [ 52 | 53 ]

1

System s etup & configuration

Test

Final configuration and migration Amtrix

Training Key users

End-user training

Rollo ut

Migration of Cayor/ Eurex-C

[ Go Live




ENGDAT and IS&T support organisation

Keyusers

sSa3
yoddng -] |

L
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>
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Overview ENGDAT send/receive process

engDAX server

Working
- Directory i
Temporary The engDAX system isn’t a

storage during the storage system!
transfer

Upload & Download

E N G DAT on the KA network

Business process

- PLM (P39) - PLM (P39)
& PDM & PDM
[ Local Disk/Network shares [ Local Disk/Network shares

Storage location Send Storage location Receive




ENGDAT technical environment

ENGDAT F3A
Server
EMX Router Renault
2 Mbit's
L]
=
Firewall ErgoRunit =
TCRIP £ ENX B
=7
%Q Others.
- BMW, etc
?‘ g
OFTP2 communication on -
Port- 6619 R <
Public IP address: Firewall
193.90.183.38 DE "Halbergmoos”
We are using NAT
OFTPv2
Audi / GEDAS VW [ GEDAS
Internet NTBA (NT)

Morway




OFTP2 for logistic EDI

» Project in start up phase




Future logistic EDI technical environment

SAP XIIPI PSA
Sarvar ENX Router
OFTPIOFTPV2TCPIP. 2 Mbitfs

Renault

Firewall ErgoRunit

TCRIP ENX

{

Others.
BMW, etc

s
icati Firewall L

oFTF2 ;c;?n*;.g?;auon o OFTP DE "Halbergmoos” J

Public IP address:
SOCH_MH K.
We are using NAT
Firewall
GETPye SE "Mullsji”

Audi { GEDAS VW [ GEDAS

@ M
& i

Morway

L =




Questions to ask your self about OFTP2

’

Who will handle the migration from OFTP to OFTP2 in my
organization?
Program software, will my software handle OFTP2?

— Do I need to upgrade my license to get OFTP2?

— Do I need to buy a new software?

— Do | have this in my budget?
Security, firewall or DMZ?
Certificates, who in my organization will own and maintain them?
Support and error handling, who will handle the support for and
error handling in my organization for OFTP2?

— Software problems

—  Firewall

— Internet access

— Customer certificates

— My certificate




ENX gateway

» 2Mbit/s ENX connection established at our engineering centre in
Hallbergmoos, Germany

» All KA user can access the ENX network




Why ENX?

» Access point to CSN network for Audi and VW
— Our engineers need to download/upload GB files
Renault requirement for EDI (VAN or ENX)

Quality and aftermarket people needs access to customer portals
only available on the ENX network

» ENX s the network where our main customers in Europe are
connected




KA challenges

» Bandwidth between our sites
— One ENGDAT software with server in Kongsberg
— One logistic EDI server in Kongsberg
— One ENX gateway in Hallbergmoos

» DNS and firewall routing
— To access customer Portals via ENX from all KA plants
— Allow new OFTP2 connections in the firewall

» Bandwidth, Bandwidth, Bandwidth, Bandwidth, Bandwidth,
Bandwidth, Bandwidth, Bandwidth, Bandwidth,....




Genomgang av nagra cases bland deltagande foretag.
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PipeChain

Improve your Supply Chain
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Stefan Karls
stefan.karls@pipechain.com

Pipe Fhairf

~var ~E Aermand



Proton

Har kort OFTP2 sedan mars 2008 mot en leverantor
m Krypterat
m Signering
m Egenutfardat certifikat

~ Al = Aermand]



Proton OFTP2 mot Volvo

Brandvaggsandringar
- Oppnat upp brandvaggen in & ut fér port 6619
- Slapper igenom samtal fran Volvos IP
- Port forwarding av inkommande samtal till ratt server

Certifikat
- Bestallt
- Installerat

Uppdaterat OF TP programvaran

Tester mot Volvo

Pipe Chain

flwar i Aermand



Sapa kor AS2 mot IKEA

Har varit i drift sedan september 2007
Valdigt likt OFTP2

Samma forfarande gallande kvittenser
- EERP i OFTP respektive MDN i AS2

Ej Push and Pull
Mojligt att anvanda Kryptering och Signering
Samma problematik med Brandvaggar och certifikat

Aven TetraPak kor AS2 i Sverige

Pipe Chain

flwar i Aermand



Att tanka pa - problem

Andringar i brandvéggen
- Policy beslut — kan ta tid
- Kan finnas restriktioner nar man far géra andringar
- Annan avdelning an vanliga EDI avdelningen

- Ofta externa konsulter
Andra kan gora férandringar som paverkar EDI trafiken

Certifikat
- Ovana personer bestaller, maste ha en korrekt lathund

- Gar ut och maste ersattas
- Serverbyte kraver uppdatering av certifikatet

Byte av ISP

- Om extern IP adress andras, sa maste alla partner som kontrollerar inkommande IP adress
andra i sina brandvaggar

Pipe Chain

flwar i Aermand



Genomgang av nagra cases bland deltagande foretag.
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Jan-Olow Krantz, BizLog
Per-Olof Frantzen, BizLog
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ww.bizlog.eu
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vw.bizlog.eu
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vara testpilot for inforandet av OFFR2:=+

* 27/11 Berendsen acce@igrade och bestallde e
certifikat fran Verisign &

T e 1 1
* 30/11 Certifikatet installrades i EDI serverm
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Rutiner for bestiallning av certifikat/OSCAR
Sten Lindgren, Odette Sweden
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Rutiner for bestillning av certifikat
Sten Lindgren, Odette Sweden
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Rutiner for bestallning av certifikat

: "Eifektiva och inteqrerads Q/D m

R SWEDEN Sitem
Odetle den och NAF hear b e il e -
ansokan bl Fordonsforskningsprogrammet F nde // _ - - " -
transportesektiitet [ Startsida Om oss Vira projekt Seminarierfkurser Medlemskap ¢ abonnemang
S - »
Ny i mdarkneng oy urembaliage med .
REID Hurser MMOGLLE Logistikbedimaing Gemensamma rekommendationer

OFTP2: Bestall sakerhetscertifikat

OFTP2-kommunikation bygger pa anvandning av sakerhetsc
Anvandare har en viss frinet att valja certifikatutfardare (CA)

Ef

OFTP2: Bestéll sdkerhetscertifikat

Intemationsl publicerst er am anvandning

v a falturarinn

may then use vour secure logon details to do

& Access the Odette CA Service 0 Buy Certificates Online

Learn more about OFTP2 ©2009 ODETTE International Ltd

Privacy Policy | Term

Home Learn More ContactUs Repository Terms & Conditions

v

Baymuent Details
e

¥ Usage Attnbutes

det Si ary . -
(8T SUNMACE  geynty i3 raquired 3t il levels of 3 company and O

e =

SWE D E N @ Country * [United Kingdom =




ODETTE

Home Learn More ContaciUs Repository Terms B Conditions odette.org

Certificate
Dotails
Cerificate Cost
Contact Dietaile
Authentication
Letails
Payment Details
Cemificate
Reguest

Order Summary

Certificate Details ? Next |

Certificate Uzage

& Secure Sescion (SSLTLS)
& Email
@ Encryption
@ File Signing

Cernificate Type

Security is required at all levels of a company and DOETTE cerificates can be issued to diffierent entity types
within your organisation. This ensures that the identity of 2 company. department or individual 1o be accuratzly
verified. Please select the entity type for which you wish 1o purchase a cenificate

& Company Certificate O
& Depatment Certificats &=
@ Indridual Certificate O

Certificate [letails

Please enter the following details - the valuzs entered here will be used to populate the digital cedificate

& Company MName *EOdEtte Intematicnal

@ Location 2 ;I__Dn[]un _____
@ Country “| United Kingdam 1]
& Email Address i gj_f-ralth g@u_d ette.org

& Department MName [T

@ Individual Mame |

& Hosiname / IF Addrass E}’Ef'“f Ei_en_e arg

@ OFTP2ID(SSID) |001770000000000A001010000

Vad anvands
certifikatet
till?

Ej
obligatoriskt



Rutiner for bestallning av certifikat

‘ODETTE

Home Learn More <ContactUs Repository Terms & Conditions odette.org

Cetificate Details  pyrehasing Details Brevious < ' } Naxt

Certificate Cost

iz nas I Certificate Validity Period

Authentication

Detaila Flease select the validity perod for this cetificate. This can be renswed on an annual basis
Payment Datails Walidity Period *11 Yoar |E]
pndia
%% If yau are WAT registersd in a Eurnpean Member State then please enter yvour VAT number Ifyou are nat WaT
~OBl SUMMAR  jagistered then VAT will be applied to vour order

Yoz &

Mo a

WAT number “|774 1590 13

Country registersd in | GB-United Kingdom br‘l

Wat Amount €27.00

Total Cost £ 207 00

lerms and Conditions

Plaaze read tha termz and conditions and then check the box below to confirm that you have read the terms and
conditicns
| accept the temms and
conditions

?

Pravious ( } Mext

S0y DLULI IE intermational Lud. All rights resenved.



Rutiner for bestallning av certifikat
‘ODETTE

Home Learn More ContactUs Repository Terms & Conditions

Certificate Cost

Technical Contact Details

Authentication ; ;
e Flease enter your contact details These details can be used (o

Details i :
Baviesnt Datais paint of contact for the certificate.
rayment Letais

Authentication Details = ( ' } Next

Authentication Contact Details

Flease enter the contact details of 2 person within your organisation viho is availakile 10 weiify yvour identity After
yau have completed your arder we will contact this person as part of our cedificate approval process. Once the
cartificate has been approved it will be made availabls far download from our website

Mame P Jﬁm Camﬂl

Company * | Odette Intemational

Payment Details

Payment Method

Please select a method of payment fram the drop dc
which you may pay by chague or bank transfer.

Fayment IMethod |

Invgice

Furchase Order Number oy EUUQTE

Billing Address

Flease enter a killing address. f you are paving by ©



Rutiner for bestallning av certifikat

‘ODETTE
Home Learn More ContactUs Repository Terms & Conditions odette.org

Cemificate Detals g ertificate Signing Request
Certificate Cost

CU”L_DEE_E”E A Certificate Signing Fequast (CSR) provides a unigus ideniity for your certficate whilst the privatz keye remain on
w vaur local maching The TSR s than signed by the QDETTE Cedificate Authority to produce a new certificate. You
Details must generate a C3R in orcder for vour order to be processed A C3R must be generated on the maching from which

Payment Details you will download the certificate
Certificate

Previous (

} INext

Request To generatz a CSR on tha machine you arz curertly using and to continue with your order please prass the Text

Order Summary  buttan

Altemativaly a CSR can be generated from a differsnt machine and pasted onto this pags. To paste your CER and

for instructions on how to gensrale 3 CSR please click the Paste CSR button below

5574 Paste GSR

Borja med att ldsa hjalptexter.

iF‘rE'-nn'.ls ( | ‘) Hext

Har géller de
att tanka till

Om certifikatet ska anvandas p4 den maskin som bestéllning sker pa (den maskin som
ocksd har OFTP2) ar det bara att bestdlla. Den privata nyckeln genereras automatiskt.

Efter godkdnnandeprocessen kan certifikatet laddas ner och installeras.
Om annan maskin ska anvidndas, anvind helst denna for bestallning.

Om detta inte ar mojligt maste en privat nyckel och en ’Certificate Signing Request
(CSR)” skapas pa den maskin dér certifikatet ska anvandas. Denna CSR (en krypterad
textfil) maste sedan kopieras in 1 en web-blankett under bestillningsprocessen. Det

finns (kommer att finnas) en utforlig beskrivning av hur man gor.



Rutiner for bestallning av certifikat

Efter att bestdllningen gjorts sker foljande:

En bestallning avseende Norden skickas till Odette Sweden
Odette Sweden sander ut dokumenten till bestidllaren med uppmaning att:

aKontrollerar att uppgifterna ar korrekta.
4Ordna underskrift av ”Authentication Contact”
4aLagga med kopia av bolagets registreringsbevis

Nar dokumenten kommer tillbaka kontrollerar Odette Sweden uppgifterna och
ger besked om OK utfarda certifikat

Om det ar brattom kan all kommunikation ske via epost, undertecknade

dokument kan séndas via fax (+46 8 791 2311) eller scannade, kompletterat
med pappersversion via post 1 efterskott.

ODETTE P2

Natverk for Affarsutvecklir
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OSCAR
Sten Lindgren, Odette Sweden
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Requirements / Features

a4 Worldwide unique IDs
4 Possible to use in RFID, labeling, B2B, EDI
4 Based on international* standards
a [ssuing service - validation of legal entities by Odette /
National Organisations
4 Accessible through the internet
4 Application for IDs via internet
4 Self maintenance of data sets
4 Information service via the internet
4, Family-tree* enabled

* ISO 15459 — Information Technology — Unique Identifiers ”OD”
(Parts 1 — 6)ISO 6523 — Data Interchange — Structures for the 201777
identification of organisations (Parts 1 & 2)
ODETTE P7e

SWEDEN



Numbering system — how to decide?

1ISO

GS1/EPC

Odette

ODETTE

SWEDEN

DUNS

Natverk for Affarsutvecklir
i Forsorjningskedjan



Usage of OSCAR Codes for Unique Identification

(AutoID/RFID ) o
, : Organisation codes:
(Licence Plate) Trading partners

Asset ID (e.g. Containe?s) Locations, business functions and
Product ID (Parts Marking) departments within a company
Logistics handling units

/ an Company Assets
@CAR Individual parts/components
Computer network addresses
Engineering changes

EDI messaging
Technical Partner ID (Sender/Receiver)
Business process related Party ID (NAD ID

File transfer station identificatio )+ CA Service)
Maintain Business Entity Datasets
Provide Business Entity Datasets for use in Partner Databases

QD m Natverk for Affarsutvecklir

i Forsorjningskedjan
SWEDEN



The Possible Use of OSCAR Codes

OFTP (25 characters)
O 0177 0000000O0O0OO0CY7Y S1T1TVEGAZOT

For OFTP (1) |(4C)D main OFTP code from Odette register (14) sub-address (6)

EDI (variable)
o19770 0 0 0 O 7 5 1 1 V E G A 1
ICD (4) Code from Odette register (9) sub-address (5)

PID (19 char)

o177000007 511 VEGA1S9
ICD (4) Code from Odette register sub-address Origin Code

(9) (5) (1)

QD m Natverk for Affarsutvecklir

i Forsorjningskedjan
SWEDEN



Price List

ODETTE

SWEDEN

exchange (e.g. with OFTP2 protocol), file or
email signing and encryption.

The purchase of an OFTP code will allow you to
obtain a digital certificate from the Odette CA
F}“1.'t;35:f;’*.*.-"u'u"u'u'.n:ldetteca.com] for one vyear free of

charge.

Description Purchase Price | Annual
Maintenance
Fee
Full OSCAR Code The full OSCAR code can be used for any|180.00€ 96.00 £
identification purpose (Autoe ID, partner
identification etc.). Sub-codes can be registered
without additional fee.
OFTP Code OFTP codes can be used for OFTP station /|175.00€ 0.00 €
session identification only.
Digital Certificate | Digital certificates are used for secure data|180.00€ 180.00 €

Natverk for Affarsutvecklr
i Forsorjmingskedjan



What is the advantage with OSCAR for OFTP2?

The main advantage 1s that you can use the same
coding scheme everywhere

ODETTE

SWEDEN

Natverk for Affarsutvecklir
i Forsorjningskedjan



www.odette.se

-
o Automatisk |dentifiering ODETTE
o Logistikutveckling Hytt FFI-projekt: "Effektiva och inteqrerade WebhChecker SWEDEN
o Produktdatakommunikation lransportprocesser” GEFEG *#

2008-11-232 | Odette Sweden ach MAF har tagit initiativ till en
ansakan till Fordonsforskningsprogrammet FFI avseende
transpaoreffeltivitet.
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Hy rekommendation om markning av returemballage med

RFID
Fler = o : )
2008-11-11 | Efter ett langvarigt arbete har nu Odette

International puklicerat en ny rekommendation om anvandning
av RFID far returemballage. Dokumentets beteckni...

Hurser MMOG/LE Logistikheddmning
Ny version Logistikbeddmning — MMOG/LE V3
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Logga in pa Odette 2009-11-171 | Wu finns version 3 av Global Logistik amning : d
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Anvandarnamn: MMGILE V2 tillganglig
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Lésenard: Bestéllning av sdkerhetscertifikgg®ch OSCAR-koder E l:'-'::| E:F.u.....*is |‘-:;f|
2009-10-26 | Nu bérjar anyg#ningen av OFTP2 kemma igang e e
. ach detfinns anledni minna am hur man bestaller
Logga in

sakerhets-cerifikzgg®ch OSCAR-koder.
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Andra fragor

Dynamic IP via DNS or Fix IP?

OFTP2 systems may not perform a full DNS lookup in front of each connection but
may use an IP address cached internally. If this address is no longer valid at this
time it comes to an error. Therefore a fixed IP address is recommended for a
trouble-free operation.

Vi kan inte uttala oss om IP-adressen cachas eller inte men vi tvivlar pa det
eftersom detta ar sjdlva idén med DNS-uppslag. Rent tekniskt borde detta dock
fungera, atminstone med betalvarianten for 30 $ per ar hos t.ex. DynDNS. Vi
tycker dnda inte att vi skall rekommendera denna 16sning d& man dels slapper
kontrollen over sin adressering och dels att merkostnaden for fast IIP for ett
foretagsabonnemang knappast kan dverstiga ett par tusenlappar per ar eller mindre
an nuvarande ISDN-abonnemang.

Dessutom lar det orsaka langt storre merkostnader, besvar och minskat fortroende
den dagen da kommunikationen slutar att fungera, om sé bara for ett par timmar.
Med vinlig hidlsning / Kind Regards

Mikael Carlsson & Peter Nilsson, PipeChain
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